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Abstract:

A document is one of the ""proofs of a claim" that the method of its creation is very
important and is the basic issue of all natural and legal persons for all contracts, letters,
messages, notifications and different types of actions so that it can be done by any person.
Access and proof

In the distant past, paper documents were very important, and writings, as a document,
were exploited by the people, and cited in the courts.

With the advent of the Internet, and the pervasiveness of sending and exchanging all
kinds of digital messages, the issue of documents took on a new face, and the question
arose: Is this data worth documenting or must it have a ""paper version?"

In spite of all these *"legal possibilities' and *"explicit legal**, prejudice or being caught in
the ""methods of the past' slowed down the process of change, while in the *"Law of the
Islamic Republic of Iran™, from the earliest years of the Internet, The issue of ""electronic
document certification™ is best resolved, but it is still strongly and weakly resisted in
government departments, especially in accounting and auditing, the judiciary, and other

executive bodies.



In this article, the documentation of electronic documents is explained in a legal way

Keywords: cyberspace, electronic Deeds, electronic documents, official Deeds of
electronic documents, electronic signature, cyberspace authentication, digital identity,
online identity, online transactions, online rules, online documents, denial of physical
documents, denial of referral, denial of paper, offices without Branch, banking without

branches
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6 Deed https://www.lexico.com/synonyms/deed
" legal document

8 contract

9 legal agreement

10 title deed

11 deed of covenant

12 official document

13 articles of incorporation
14 passport

15 ship's papers

16 manifest

17 letters of administration
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3% Use of Electronic Communications in International Contracts

3 Legal Recognition of Electronic Communications

% Form Requirements

% Time and Place of Dispatch and Receipt of Electronic Communications
% Invitation to Make Offers

40 Use of Automated Message Systems for Contract Formation

41 Availability of Contractual Terms

42 Error in Electronic Communications

4 UNCITRAL Model Law on Electronic Commerce (1996)

4 UNCITRAL Model Law on Electronic Signatures (2001)
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% AR Friedman and LD Wagoner , “The Need for Digital Identity in Cyberspace Operations” ,
https:/ivww.jstor.org/stable/26487493 , Journal of Information Warfare , Vol. 14, No. 2 (2015), pp. 41-51 (11
pages)

Digital identity is an online or networked identity in cyberspace for an individual, organization, or entity to
uniquely describe a person or a thing and contains information about the entity’s relationships. A critical
challenge in cybersecurity and cyberspace operations is knowing with whom or what one is defending. Currently,
it can be difficult to accurately determine the identity of a person or entity in cyberspace. A unified and verified
identification system for each entity or component of an I'T system is needed. This paper will identify the
challenges and opportunities that digital identity technologies introduce for cybersecurity and cyberspace
operations. (AR Friedman and LD Wagoner 2015)
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8 McMahon Mary , “What is E-Authentication? (with pictures)” , https://www.easytechjunkie.com/what-
is-e-authentication.htm

Electronic authentication, or e-authentication, is a process used to verify someone's identity by electronic
means for the purpose of allowing access to electronic accounts and other information. When people sign
up for electronic services and create profiles, these include a username and password that will be used for
e-authentication. Many governments have invested in creating authentication infrastructures so citizens
can access a range of government services electronically.

0 McMahon Mary , “What is E-Authentication? (with pictures)” , https://www.easytechjunkie.com/what-
is-e-authentication.htm

In the case of governments, a key aspect of e-authentication is the ability to create a user name, password,
and corresponding profile that can be used across multiple government sites. This one-use identity is
efficient for citizens and reduces a great deal of duplicate work. The initial username and password are
verified with care, ensuring that when they are used on other government sites, they are valid.
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I McMahon Mary , “What is E-Authentication? (with pictures)” ,
https://www.easytechjunkie.com/what-is-e-authentication.htm

Electronic participation in government is more efficient, easier, and more flexible for citizens. Governments
that use e-authentication systems offer many services electronically so people do not have to travel to a
government office. People can do anything from applying for visas to renewing their drivers' licenses using
electronic systems. If additional information or documentation is needed, the citizens may be referred to a
physical office and their electronic data may be transmitted so they do not have to fill out paperwork at the
office.
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7 Online anonymity
8 SSN Social Security Numbers
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" The Internet Protocol (IP) is the principal communications protocol in the Internet protocol suite for
relaying datagrams across network boundaries. Its routing function enables internetworking. and

essentially establishes the Internet.
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8 NoName ,August 2013,0ffice of Management and Budget (OMB) ,
https://searchcompliance.techtarget.com/definition/Office-of-Management-and-Budget-OMB

The Office of Management and Budget (OMB) is the business division of the Executive Office of the
President of the United States that administers the United States federal budget and oversees the
performance of federal agencies.

The OMB is accountable for evaluating the quality of federal agency programs, policies and procedures
to ensure they align with the president's budget and administration policies. The OMB is also responsible
for managing the associated financial, information technology (I1T) and compliance-related operations.
The office performs government-wide budget coordination and is largely responsible for the technical
aspects that surround the announcement of the president's budget each February.

8 mccarthy shawn 2013 , “E-authentication: What 1T managers will be focusing on over the next 18
months” , https://gcn.com/articles/2013/07/31/eauthentication.aspx , jul 31, 2013
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At a basic level, e-authentication is the process of establishing confidence in user identities electronically

presented to an information system. A key message within the memo is that OMB encourages agencies to
make decisions on the type of e-authentication posture they want to enforce. There are different levels of
need, and it doesn't make sense to pay for the most secure systems if they aren’t necessary.

8 Confidence : the feeling or belief that one can rely on someone or something; firm trust.
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" mccarthy shawn 2013, “E-authentication: What IT managers will be focusing on over the next 18
months” , https://gcn.com/articles/2013/07/31/eauthentication.aspx , jul 31, 2013
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Four levels are described:

= Level 1: Little or no confidence in the asserted identity’s validity.

= Level 2: Some confidence.

= Level 3: High confidence.

= Level 4: Very high confidence.
This is not a decision that should be made arbitrarily. Each agency needs to conduct a risk assessment of
their systems, identify and map those risks and make business decisions on which assurance level is
acceptable for their systems. For example, when allowing guest access to the Wi-Fi system, and then to
some portions of a public network, Level 1 authentication may be perfectly acceptable. But when allowing
access to databases and important business applications, Level 3 or Level 4 may be more appropriate.
(shawn mccarthy 2013)
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